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Bl Anomaly Detection

Introduction

Anomaly detection is the task of identifying samples
that differs significantly from the majority of data and
often signals an irregular, fake, rare, or fraudulent

observation
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.C:O. 8 TC? th;l/\ alytics Chandola, V., Banerjee, A., & Kumar, V. (2007). Outlier detection: A survey. ACM Computing Surveys, 14, 15.
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Introduction

“ Anomaly Detection
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.% Quallity Analytics  “A unifying ~ review of deep and shallow anomaly detection,” Proceedings of the IEEE, 2021.
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** Classification vs Anomaly Detection
 Classification : /21 G|0|E{7} O{l SeHA0| £5k=X| E2

* Anomaly detection : {2 Cl|O[E{7} 7 &QIX] OPAX] Tt
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** Classification vs Anomaly Detection
* Classification: Z} SeHAN| £ 21E S 71 2 U 7[EC2 6=
*  Anomaly detection: anomaly scoreE AIMGH A|X|(threshold)? |E22 HAH/0[ A} T

Classification Anomaly Detection

Logit
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Anomaly Detection | Anomaly
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Machine Learning Models

“* Anomaly score

« Distance / similarity / density-based
v" Kernel density estimation
v" Local outlier factor
v" K—-nearest neighbor

* Model-based
v" One—class support vector machine
v Isolation forest

* Reconstruction—based
v' PCA
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“* Anomaly score
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Deep—Learning based Models for Anomaly Detection
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Deep—Learning based Models for Anomaly Detection

“* Deep Learning
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Deep—-Learning based Models for Anomaly Detection

“* Deep Learning
* OflA) O|OX| 2R 2
v’ Feature extractor : O|0[X|S XX} HE|= Holol= F&2
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Deep—-Learning based Models for Anomaly Detection

+» Deep Learning
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Deep—-Learning based Models for Anomaly Detection
< A 4 7[8H 0 X

- Held RES 0|8310 1A H|0|HE XXIHOE F4 (representation leaming)
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Q.. Data Mining Ruff, L., Vandermeulen, R., Goernitz, N., Deecke, L., Siddiqui, S. A., Binder, A., ... & Kloft, M. (2018, July).
o‘. Quality Analytics  Deep one-class classification. In International conference on machine learning (pp. 4393-4402). PMLR.
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Self-Supervised Leaming for Supervised Leaming

% Self-Supervised Learning Framework

Ci2kol e £

Step 1 Unlabeled Data labeled Data
A2t

Step 2 labeled Data

Q.. Daota Mining
ob Quallity Anailytics

Deep Learning Model

Deep Learning Model

[ Pretext task }

H0|S0| Q2 = task

Classifier [ Downstream task }
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Self-Supervised Leaming for Supervised Leaming

% Self-Supervised Learning Framework
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Deep Learning Model

X[AI H0|(Knowledge Transfer)
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Self-Supervised Leaming for Anomaly Detection

% Self-Supervised Learning Framework

CIFo|
Step 1 Normal Data

Clzfe
Step 2 Normal Data
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Deep Learning Model

Deep Learning Model

Anomaly
Detection

[ Pretext task }

H0|S0| Q2 = task

[ Downstream task }

2|0|=0| 2L Gi= task
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Self-Supervised Leaming for Anomaly Detection

% Self-Supervised Learning Framework

Cj2sol .
Step 1 Normal Data Deep Learning Model [ Pretext task }
20|20 2R Q= task
X[AI H0|(Knowledge Transfer)
E_|%F9_ . Anomaly
Step 2 Normal Data Deep Learning Model Loy Downstream task
H|0[=0| T QU= task

Q.. Daota Mining
ob Quallity Anailytics




Self-Supervised Anomaly Detection

Self-Supervised Leaming for Anomaly Detection

»» Self-Predictive Methods
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{% g\orol’_tMi/r\‘mgl i Doersch, C., Gupta, A., & Efros, A. A. (2015). Unsupervised visual representation learning by context prediction. In Proceedings of the IEEE international conference on computer vision (pp. 1422-1430).
° uality Analytics




Self-Supervised Anomaly Detection

Self-Supervised Leaming for Anomaly Detection

»» Self-Predictive Methods

* Deep anomaly detection using geometric transformations — GEOM (NeurlPS 2018)

Pretext task Downstream task
Multi—Class Classification Anomaly detection
"i - (Dirichlet Normality Score)
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.{.. Quality /\ncﬁy’rics Golan, I., & El-Yaniv, R. (2018). Deep anomaly detection using geometric transformations. Advances in neural information processing systems, 31. 21
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Self-Supervised Leaming for Anomaly Detection

% Self-Predictive Methods
« Classification—based anomaly detection for general data = GOAD (ICLR 2020)

Pretext task Downstream task
Metric Learning (Triplet) Anomaly detection (Softmax Probability)
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Self-Supervised Leaming for Anomaly Detection
“ Self-Predictive Methods
« Classification—based anomaly detection for general data = GOAD (ICLR 2020)
Downstream task
Anomaly detection (Softmax Probability)

Pretext task
Metric Learning (Triplet)
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Bergman, L., & Hoshen, Y. (2020). Classification-based anomaly detection for general data. arXiv preprint arXiv:2005.02359.
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Self-Supervised Leaming for Anomaly Detection

% Self-Predictive Methods
* Deep anomaly detection using geometric transformations — GEOM (NeurlPS 2018)
« Classification—based anomaly detection for general data = GOAD (ICLR 2020)

O|0|X|/HI0|E MAMIE tH&I617 | 20| sensory anomalies(ow-level)of| F{2F5t

49 .9 _
(5
= . a
Semantic anomaly Sensory anomaly

(Mvtec dataset)

Daota Mining
.‘ Quality Analytics https://www.mvtec.com/company/research/datasets/mvtec—-ad/
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Definition

“* Types of Anomaly

* Pointanomalies : 2t 0| LY MOl TNEID} L2 O AFX| (7 —) 1Y0)

» Contextual anomalies : 58 &8 7|ZO= O &X] (< XI)

« Collective anomalies : MZ Z{ZF2 0| X|Tt OA £+2 I THE 1} CLE O X| (E'H 71E)

* Sensory anomalies : M2 LS| L (low-level)7} LHHOI IEI I} CHE OJAX| (mvtec / MIA])

« Semantic anomalies : ME HHHOZ (high—level)

Data Mining V. Chandola, A. Banerjee, and V. Kumar, “Outlier detection: A survey,” ACM Computing Surveys, vol. 14, p. 15, 2009
.{.. Quality Analytics G. Pang, C. Shen, L. Cao, and A. V. D. Hengel, “Deep learning for anomaly detection: A review,” ACM Comput. Surv., vol. 54, no. 2, mar 2021. 25
L. Ruff, J. R. Kauffmann, R. A. Vandermeulen, G. Montavon, W. Samek, M. Kloft, T. G. Dietterich, and K.-R. Muller, “A unifying review of deep and shallow anomaly detection,” Proceedings of the |IEEE, 2021




Bl Self-Supervised Anomaly Detection

Self-Supervised Leaming for Anomaly Detection

»» Self-Predictive Methods

« CutPaste: self-supervised learning for anomaly detection and localization (CVPR 2021)

Pretext task

Two—Class Classification (Softmax)
‘ﬁ—» CNN ——> 0
AL

Augmentation
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Daota Mining
Quallity Anailytics

Downstream task

Anomaly detection (Gaussian Density Estimator)

A o1

Gaussian Density Estimator= O|& &X| & score =&
Score? |9 grad-CAMZ 0|25 &2l 2
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% Contrastive Methods (SimCLR)
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Positive samples

Feature Space
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Self-Supervised Leaming for Anomaly Detection

% Contrastive Methods (SimCLR)
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Self-Supervised Leaming for Anomaly Detection

% Contrastive Methods (Unsupervised)

« SSD: a feature detector and cluster—conditioned detection (ICLR 2021)

Pretext task Downstream task
Contrastive Learning + Clustering Anomaly detection (Mahalanobis Distance)
Negative samples
Positive pairs N Push =:‘ A
- Push [ ] "
2\ /3 e
/o 8\ 5

“° v *‘ \ -JL

L ] i 1 ~—

r : ! " a/{
Augmentation 1 ﬂ Augmentation 2
A
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v

SimCLR2} SISt contrastive learning AR E X HIE 9| Mahalanobis distance?t 245 0|4

Daota Mining . . : o . . : . . -
.c:.. Quality Analytics Sehwag, V., Chiang, M., & Mittal, P. (2021). Ssd: A unified framework for self-supervised outlier detection. arXiv preprint arXiv:2103.12051.
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Self-Supervised Leaming for Anomaly Detection

% Contrastive Methods (Unsupervised)

« SSD: a feature detector and cluster—conditioned detection (ICLR 2021)
Pretext task Downstream task

Contrastive Learning + Clustering Anomaly detection (Mahalanobis Distance)

Feature Space

v

SHEE 4 HEEZE k-means clustering 2134 £ #E{2| Mahalanobis distance?t 245 0|4
Daota Mining , . ; o : : . . : -
.c:.. Quality Analytics Sehwag, V., Chiang, M., & Mittal, P. (2021). Ssd: A unified framework for self-supervised outlier detection. arXiv preprint arXiv:2103.12051.
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% Contrastive Methods Methods (Unsupervised 7 |&)
* CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (NeurlPS 2020)

Pretext task Downstream task
Contrastive Learning + Multi-Class Classification Anomaly detection (Cosine Similarity&Norm)
£ =
A B

‘m /g Pul / \ "5
] / h § A ‘ . g
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I S~ 7

Hqd Of&f
Augmented dataZ negative sampleZ H2| MY 717k MHZ10H9| cosine similarity Al
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.C:t. gi:;]”r;i/r\‘;::ﬁyﬂ cs Tack, J., Mo, S., Jeong, J., & Shin, J. (2020). Csi: Novelty detection via contrastive leaming on distributionally shifted instances. Advances in neural information processing systems, 33, 11839-11852.
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% Contrastive Methods Methods (Unsupervised 7 |&)
* CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (NeurlPS 2020)

Pretext task Downstream task

Contrastive Learning + Multi-Class Classification Anomaly detection (Cosine Similarity&Norm)

PRy T~ P\
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Daota Mining

Qudlity Andlytics Tack, J., Mo, S., Jeong, J., & Shin, J. (2020). Csi: Novelty detection via contrastive leaming on distributionally shifted instances. Advances in neural information processing systems, 33, 11839-11852.
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% Contrastive Methods Methods (Unsupervised 7 |&)
* CSI: Novelty Detection via Contrastive Learning on Distributionally Shifted Instances (NeurlPS 2020)

Pretext task Downstream task

Multi—Class Classification + Contrastive Learning Anomaly detection (Cosine Similarity&Norm)

4 ma/ i -
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Daota Mining

Qudlity Andlytics Tack, J., Mo, S., Jeong, J., & Shin, J. (2020). Csi: Novelty detection via contrastive leaming on distributionally shifted instances. Advances in neural information processing systems, 33, 11839-11852.




Il Conclusions

Anomaly Detection

Deep Learning—based Anomaly Detection

Self-Supervised Anomaly Detection

Q.. Data Min
ob Quallity /\ﬂO|yTICS



I Conclusions

“ Self-Supervised Anomaly Detection
* Pretext task model (representation leaming) = 11.=3}

Downstream model (anomaly detection) = ZtA S}

** Contrastive Learning

* Negative sample 2| &t

“ Data Dependency
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