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Introduction

* Deep learning models show remarkable performance in various machine learning tasks

* E.g.Text recognition, Signal prediction, Image classification

Object detection Human activity recognition

Deep learning model

Self-driving car Text mining
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Introduction

* Deep learning models show remarkable performance in various machine learning tasks

* E.g.Text recognition, Signal prediction, Image classification

Deep learning model Output
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However, the Al models are vulnerable to slightly different data from input data




Introduction

* Adversarial examples are slightly different data from input data.

Adversarial examples = Original data + Perturbation (&2 H2})

Original Data Perturbation Adversarial Data

Adversarial examples fool the model (Accuracy l)



Adversarial Examples

Adversarial examples are slightly different data from input data.

Adversarial examples = Original data + Perturbation (&2

Adversarial Data

Deep learning model
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Human: It is a ““Panda

Al: It is a“Gibbon”

Generating adversarial examples & applying it to the Al model = Adversarial attack!
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How to adversarial attack!?



Adversarial Attacks

* Adversarial example = Original data + Perturbation

Original Data Perturbation Adversarial Data

. 28 Tl..]' '|T LE or '.:':-- .I

How to generate the perturbation? -> adversarial attack methods



Adversarial Attacks

HISE

« Deep neural networks = Gradient descent method (cost Z4 2~ H2h O = ot

_|OF

* Gradient (Z7|=7])2] Bt 22 O|F-> cost A2 (Model SH5)

* Gradient (7| 27])2| &2 = O|F > cost 57} (Adversarial attack)

Gradient = -10 Cost

Cost S7F () <& >  Cost &2
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Adversarial data

Model(0)



Adversarial Attacks

Adversarial attack method

J(6, x,y)=>» Cost function



Adversarial Attacks

* Adversarial attack method

J(6, x,y)=>» Cost function
V..J](0,x,y)=>» Gradient



Adversarial Attacks vl

e Adversarial attack method Sign function: .

J(6, x,y)=>» Cost function
V..J](0,x,y)=>» Gradient
sign(V,.J (0, x,y))=> Gradient X O =



Adversarial Attacks vl

e Adversarial attack method Sign function: .

J(6, x,y)=>» Cost function

V..J](0,x,y)=>» Gradient
sign(V,.J (0, x, y))=» Gradient

e - sign(V,.J (8, x,y))= Epsilon ZIZ O| =

H
O O —
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Adversarial Attacks vl

e Adversarial attack method Sign function: .

J(6, x,y)=>» Cost function
V..J](0,x,y)=>» Gradient
sign(V,.J (0, x,y))=> Gradient X O =
e - sign(V,J (0, x,y))=> Epsilon TI& O|=
x + € - sign(V,.J(0,x,y)) =» X (Adversarial example)



Adversarial Attacks vl

e Adversarial attack method Sign function: .

J(6, x,y)=>» Cost function
V..J](0,x,y)=>» Gradient
sign(V,.J (0, x,y))=> Gradient X O =
€ - sign(V,.J (6, x,y))=>» Epsilon atE Ol=
x + € - sign(V,.J(0,x,y)) =» X (Adversarial example)

The Fast Gradient Sign Method (Goodfellow et al., 2014)

15



Adversarial Attacks

* Adversarial example = Original data + Perturbation

Original Data Perturbation Adversarial Data

v

X +e€ sign(V,.J(0,x,y)) x + € -sign(V,J(0,x,y))
> Epsilon Zt& (-) or (+) B2 Z 0| F

Goodfellow, I. J., Shlens, J., & Szegedy, C. (2014). Explaining and harnessing adversarial examples. arXiv preprint arXiv:1412.6572.
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Adversarial Attacks

* The Fast Gradient Sign Method (2015)
o X3 (pixel 17H) Of| A|

Decision boundary

Cost &4 ek & 1 >  Cost 371 ek(+)
Class | Class 2
(panda) (gibbon)
+€
_______________________________ S
e N = P e e
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Adversarial Attacks

The Fast Gradient Sign Method (2015)
« 2K (pixel 27l) Of| A|

Class |
(panda)

Decision boundary

Class 2
(gibbon)




Adversarial Attacks

* The Fast Gradient Sign Method (2015)

- BE X (2 E pixel) O Al

Trained model & loss

Sign function

Raw data Gradient Singed Gradient
0.21710.21310.281 [ 0.301 ] 0.250 | 0.221 [ 0.216 0.000 | 0.002 | 0.003 | 0.002 | 0.006 | 0.002 |-0.001 1 1 1 1 1 -1
0.16710.205 1 0.278 10308 | 0.2721 0.234 | 0.235 -0.001 0.000 |-0.001|-0.006| 0.000 | 0.000 |-0.012 -1 1 -1 -1 -1 -1
0.121]0.160 [ 0.212 | 0.250 | 0.236 | 0.258 | 0.219

0.001 |-0.001[-0.006|-0.006] 0.001 | 0.003 |-0.001 1 -1 -1 -1 1 -1
0.1190.099 [ 0.171 [ 0.204 | 0.229 | 0.179 [ 0.213

-0.002|-0.005|-0.008 0.008 [ 0.018 | 0.020 | 0.005 -1 -1 -1 1 1 1
0.14410.117 [ 0.105 [ 0.167 | 0.173 | 0.204 | 0.265

-0.002(-0.006|-0.012]-0.001 0.003 | 0.001 |-0.008 -1 -1 -1 -1 1 -1
0.170]0.152 [ 0.114 | 0.203 | 0.245 | 0.264 | 0.235
0168 | 0.184 | 0.186 | 0203 | 0.263 | 0.209 | 0.288 0.001 | 0.002 [-0.005|-0.012] 0.005 |-0.011-0.003 1 1 -1 -1 -1 -1
0.18010.170 1022010222 1023710269 0324 -0.005]-0.005(-0.011{-0.025 0.000 | 0.004 | 0.003 -1 -1 -1 -1 1 1




Adversarial Attacks

* The Fast Gradient Sign Method (2015)

- BE X (2 E pixel) O Al

Raw data
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=>» Adversarial examples
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Adversarial Attacks

*  Why the adversarial example works?

Adversarial attack (FGSM): 2= 2 ==(pixel) OtC} Epsilon 2t& O| =

Image (28 X 28 X 3) Deep neural network
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Adversarial Attacks

*  Why the adversarial example works?

* Adversarial attack (FGSM): 2= 2 ==(pixel) OFC} Epsilon BF& 0|

Image (28 X s > neural network

2,352 pixels = 2,352 dimensional data Weight &5t11, LSt 10, H| 4 B2t

Adversarial examples can fool the Al model simply & effectively

22



Perturbation

fgsm
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Adversarial Attacks

Fast gradient sigh method with TensorFlow

https://www.tensorflow.org/tutorials/generative/adversarial

» Epsilon_list = [0.01,0.1,0.15, 0.5, 0.7]

Input
Labrador_retriever : 41.82% Confidence

23



Adversarial Attacks

*  Fast gradient signh method with TensorFlow

* https://www.tensorflow.org/tutorials/generative/adversarial_fgsm

- Epsilon_list = [0.01,0.1,0.15, 0.5, 0.7]

Input Epsilon = 0.010

Labrador_retriever : 41.82% Confidence Saluki - 13.08% Confidence

100

125

150

175

200
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Adversarial Attacks

*  Fast gradient signh method with TensorFlow

* https://www.tensorflow.org/tutorials/generative/adversarial_fgsm

- Epsilon_list = [0.01,0.1,0.15, 0.5, 0.7]

Input Epsilon = 0.100

Labrador_retriever : 41.82% Confidence Weimaraner - 15.13% Confidence

100

125

150

175

200
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Adversarial Attacks

*  Fast gradient signh method with TensorFlow

* https://www.tensorflow.org/tutorials/generative/adversarial_fgsm

- Epsilon_list = [0.01,0.1,0.15, 0.5, 0.7]

Input Epsilon = 0.500
Labrador_retriever : 41.82% Confidence

125 4
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175

i Fd il
200 et e
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Adversarial Attacks

*  Fast gradient sigh method with TensorFlow

* https://www.tensorflow.org/tutorials/generative/adversarial_fgsm

- Epsilon_list = [0.01,0.1,0.15, 0.5, 0.7]

Input Epsilon = 0.700
Labrador_retriever : 41.82% Confidence pnnchn 1? 45% Cunﬁdence
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Adversarial Attacks

* Adversarial examples = Original data + Perturbation

* Adversarial attack fool the model using adversarial examples

Input Model Output

Attack m
Adversarial examples =® > Accuracy |

Original data-trained model

Robustness | =~ generalization ability |

28



Adversarial Attacks

Adversarial examples = Original data + Perturbation

Adversarial attack fool the model using adversarial examples

Input Model Output

Adversarial examples >
Defense Accuracy T

Attack m QI* Accuracy |

Original data-trained model

Robustness | =~ generalization ability |

Robustness T = generalization ability T

29



Defense against the adversarial attack



Defense Against Adversarial Examples

* Adversarial training

Decision boundary

Defense

Decision boundary (new)

X1

Adversarial training is the fast & simple defense method.

31



Defense Against Adversarial Examples

* Adversarial training with FGSM
* Original data cost function + Perturbation cost function = adversarial training
* & Model2 M ED|(a) 121510 adversarial examplesZ 5 E Defense

* Hyperparameter a: ModelO| Original datag BIgot= =

Cost function of adversarial training

j(e»x;J’) = ](e;x»)’) + (1 — (1) ](81f 'y)

Original dataS A& Tt Model H| & 2f  Adversarial datag A& 2t Model H|-& &=

32



Defense Against Adversarial Examples

The Fast Gradient Sign Method

(Goodfellow et al., 2014)

Adversarial attack & defense algorithm

33



Other methods (attacks)



Other Adversarial Attacks

* Adversarial patch (2017)
e FGSM 2t O &F OFC Adversarial example= ‘& /S

e Y sticker 20|H 2 E A

Classifier Output

place sticker on table

banana slug snail orange

Classifier Output

—
toaster banana piggy_bank  spaghetti_

Brown, T. B, Mané, D., Roy, A., Abadi, M., & Gilmer, J. (2017). Adversarial patch. arXiv preprint arXiv:1712.09665.
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Other Adversarial Attacks

* Adversarial patch (2017)

Deep learning model
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Cat Dog
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https://www.anishathalye.com/2017/07/25/synthesizing-adversarial-examples/
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Other Adversarial Attacks

* Adversarial patch (2017)

Deep learning model

. //A\\\\\’IJ'IHA\\?'//.\
Aﬂ‘\‘ ’// \\:;IIA c‘;'vo

"’
/ "‘35 % o:&:s,a;,:,;. \vw

Cat Dog
[0.89,0.11]
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https://www.anishathalye.com/2017/07/25/synthesizing-adversarial-examples/
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Other Adversarial Attacks

* Adversarial patch (2017)

Deep learning model

. //A\\\\\’IJ'IHA\\?'//.\
Aﬂ‘\‘ ’// \\:;IIA c‘;'vo
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https://www.anishathalye.com/2017/07/25/synthesizing-adversarial-examples/
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Other Adversarial Attacks

* Adversarial patch (2017)

Deep learning model

. //A\\\\\’IJ'IHA\\?'//.\
Aﬂ‘\‘ ’// \\:;IIA c‘;'vo
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/ "‘35 % o:&:s,a;,:,;. \vw

Cat Dog
[0.60, 0.40]
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https://www.anishathalye.com/2017/07/25/synthesizing-adversarial-examples/
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Other Adversarial Attacks

* Adversarial patch (2017)

45km/h
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Other Adversarial Attacks

* Universal Adversarial Perturbation (2017)
« FGSMZ ZH2l CH & OFCF Adversarial example= ‘8

- UHG|O[E 0 2tA 810 Universal 2t perturbation= ‘8 ‘S| £ X} > UAP

\ A
==
mi [ ————— . E
= S g s
B 5 : = :
Adversarial data [ Ea k 3 ) 3 3 3
R © o o | .
g o ©  perturbation
i . 4 Lt £ . i
w ¥} “ T =] B
2 7 g - 2 £
o o % E @ =
Original data : P ; £ g g
5 $ 2 % ==
g g =

Moosavi-Dezfooli, S. M., Fawzi, A., Fawzi, O., & Frossard, P. (2017). Universal adversarial perturbations. In Proceedings of the IEEE conference on CVPR (pp. 1765-1773).
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Other Adversarial Attacks

* Universal Adversarial Perturbation (2017)
* Perturbation vector (v): & & L| O|E{ 7} Decision boundary= S10|Lt= Z|A0tQ| HIE

. DECO[E0 M8 4+ Ut S MY

Decision boundary of class |
. Decision boundary of class 2
‘1 Decision boundary of class 3

Moosavi-Dezfooli, S. M., Fawzi, A., Fawzi, O., & Frossard, P. (2017). Universal adversarial perturbations. In Proceedings of the IEEE conference on CVPR (pp. 1765-1773).
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Other methods (defenses)



Other Defense Techniques

Adversarial training

. ZZ0|A MAME 0|0|X|2 £} SHAHO|E 2 &8 (CHE AL: FGSM)

« 40| & § 4% Model 715 >

O

Data augmentation 2 1}

LOSS =

[Eoriginal

— k)Hk( > L)+ ) L()?l-,yo)

i€adversarial

m: the total number of training data
k: the number of adversarial data

A:a hyperparameter (adversarial datas 2FFot= k)

Note that Data augmentation # Adversarial training
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Other Defense Techniques

Adversarial training

- 340 A=l O|0[X[E =7t

_|0P

FAHO|E 2 &8 (EH_—E INE=E FGSM)

- S40| & § Z7¢ Model T+= - Data augmentation 21}

Augmented Data

Adversarial Data

I ‘.;_.\ % ? ,.@: - oL
g @ |

: -
= e ¢ | &
. « 2 - y <l
/ "‘.:;’ | & e Y W
;34'._!;' d.\:‘

BES| 38 || K“

O

Test G|O|E{0f] 22X = =X & o H|O|H

JHT gr2h 3o ofgero| 25t Mo H

-1 O O
(maliciously perturbed data)
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Other Defense Techniques

* Adversarial training

* A process of minimizing classification error rates when the data are maliciously perturbed

Overfitting Security

https://ko.wikipedia.org/wiki/%EA%B3%BC%EC%A0%8 | %ED%95%A9
https://www.scnsoft.com/blog/ai-threats-cybersecurity
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Other Defense Techniques

« Defensive Distillation (Knowledge distillation AF&)
* Universal defensive method for neural network (smooth classifiers)

* Universal defensive method reducing sensitivity of DNN to the input perturbation

0.03

ta;  Probability Vector Predictions F4(X)

0.03

i DNN F“(X) trained at temperature T

T T

0.02

S .
Tralnlng Data X s.0: Training Labels F(X)

0.02

Distilled Network

|
|
0.02 |
I

o0s Probability Vector Predictions F(X)

0z ﬁ
T |
|

DNN F trained at temperature T

|

|

|

|

|

|

|

! Class
: Probabilities
|

|

|

|

|

|

|

Knowledge

Network distillation of DNNs

Training Data X Training Labels Y

[ == T

Initial Network

Papernot, N., McDaniel, P., Wu, X, Jha, S., & Swami, A. (2016, May). Distillation as a defense to adversarial perturbations against deep neural networks. In 2016 IEEE Symposium on Security and Privacy (SP) (pp-
582-597). IEEE.
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Other Defense Techniques

* Detector
« = O|O|E{7} Adversarial data 91 X| O}l X| LHESH= Al AL (7} model E )

 SafetyNet: original classifier + adversary detector

Quantized RBF-SVM

Detector
Input Images (RGB or RGBD) )
VGGI19 Classifier y
‘ ‘._-:'_'_7/’{‘ Sl F
| L | Fc7

Ly, J., Issaranon, T., & Forsyth, D. (2017). Safetynet: Detecting and rejecting adversarial examples robustly.
In Proceedings of the IEEE International Conference on Computer Vision (pp. 446-454).
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Conclusions

* Adversarial attacks & defenses in deep learning
« Attacker:“O| & HIO|H &= & X=ZKX[?»

>
e Defender:“2f=">

Input Model Output
Attack m Accuracy, Confidence |
Adversarial examples > AI >
Defense v Accuracy, Confidence T

oA
ok
Ot
=
0y
N
rot
=
%
Ha
|
11ffo
-
Hi
Ot
rir
e
©
3
H
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Conclusions

* Adversarial examples: original data + perturbation

* Generating adversarial example - Adversarial attack
« =X: Confidence reduction: AI2| 0| F ME[E & HF= 54
o S Perturbation 4 /3

« LCH{E Ab2|:The Fast Gradient Sign Method
« Defense methods: & X, =520 3 A A2 Q0] M=tr
(D Adversarial training: original data + adversarial data
@ Defensive distillation: original model (X,Y: knowledge distillation = Al-&)

(3 Detector: original model + adversarial detector

* Applications

- =4 OO|E| L Noise?l =AMSt= O|O|E M (senor signal )01| ZHH 0|52
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Appendix



Adversarial Attacks

SotM o= 7H0o| o2 27h

Het ol =& 7HA L MAH GAH) MAOAM 210 = M=

DA (2,352 A+ MAOIAM B Q= I .

Human: this is panda!

Al: this is a gibbon!

t2, M=, M

2,352 dimensional data

54



Appendix

“Training on adversarial examples is somewhat different from other data augmentation;
usually, one augments the data with transformations such as transformations that are
expected to actually occur in the test set. This form of data augmentation instead uses
inputs that are unlikely to occur naturally but that expose flaws in the ways that the

model conceptualizes its decision function.” (Goodfellow et al., 2015)

Data augmentation 1} S&

. 9= GlO|EIS BEst0] 25

Data augmentation 1 X}

» Data augmentation: 2 X| 2 Zrdlig #or OIO|HE 2 HIO|H Hao = =25

* Training the adversarial examples: & || 2 &gt #iot 7tsd
2

=
MAF7|sE iEet ot g49 A8E L=0ot= €



Appendix

* Adversarial attack: adversarial example generating = robustness of model |
« Confidence reduction:AI2| 0| F ME|E 5 ZFF= 54 (90%->55%)
Ct

* Targeted / Non-targeted misclassification: 2| =2t/ @ H = FHSt= 54

* Source-target misclassification: 2 0| [IEfA] RLE S FH

* Defense techniques

o>

@ Adversarial training: S 20| A d =l O|0|X| & =7t St5HO|HE &8
2
(@)

@ Defensive distillation: knowledge distillation= At

3 Detector: &3 0| noiseZt &7+HEl O|O|X[IX| OFLIX| £ (additional model)

Input Model Output

Attack Accuracy, Confidence |

A 4

v

Al

Defense Accuracy, Confidence T

Adversarial examples
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