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Multivariate Time Series Dataset
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Anomaly Detection in Time Series Data
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language processing (NLP), computer vision (CV) and speech process-

ing. Transformer was originally proposed as a sequence-to-sequence

model (Sutskever et al, 2014) for machine translation. Later works

show that Transformer-based pre-trained models (PTMs) (Qiu et al.,

2020) can achieve state-of-the-art performances on various tasks. As a

cosequenes ‘Transformer has become the go-to architecture in NLP,
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In this survey, we aim to provide a comprehensive review of the
Transformer and its variants. Although we can organize X-formers on
the basis of the perspectives mentioned above, many existing X-formers
‘may address one or several issues. For example, sparse attention vari-
ants not only reduce the computational complexity but also introduce
structural prior on input data to alleviate the overftting problem
on small datasets. Therefore, it is more methodical to categorize the
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Transformer

formers) have been proposed over the past few years. These X-formers
improve the vanilla Transformer from different perspectives.

1. Model Efficiency. A key challenge of applying Transformer is
its inefficiency at processing long sequences mainly due to the
computation and memory complexity of the self-attention mod-
ule. The improvement methods include lightweight attention
(e5. sparse attention variants) and Divide-and-conquer methods
(8., recurrent and hierarchical mechanism)

2 is a flexible arch
ture and makes few assumptions on the structural bias of input
data, it is hard to train on small-scale data. The improvement

variants on pre-training and applications.

‘The rest of the survey is organized as follows. Section 2 introduces
the architecture and the key components of Transformer. Section 3
clarifies the categorization of Transformer variants. Section 4~ review
the module-level modifications, including attention module, position
encoding, layer normalization and feed-forward layer. Section 6 re-
views the architecture-level variants. Section 7 introduces some of the
representative Transformer-based PTMs. Section  introduces the ap-
plication of Transformer to various different fields. Section 9 discusses
some aspects of Transformer that researchers might find intriguing and
summarizes the paper.
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Model Architecture
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Model Architecture
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« 2 =: windowing processE T}t sub-seriesFEHE R [Batch, Seq_len, Var]

- = Z AEYEE anomaly score / & Ef OF =& [Batch, Seq_len, 1]

Table 13: Details of benchmarks. AR represents the truth abnormal proportion of the whole dataset.

Benchmarks Applications Dimension Window | #Training #Validation #Test (labeled) | AR (Truth)
SMD Server 38 100 566,724 141,681 708,420 0.042
PSM Server 25 100 105,984 26,497 87.841 0.278
MSL Space 55 100 46,653 11,664 73,729 0.105

SMAP Space 25 100 108,146 27,037 427,617 0.128
SWaT Water 51 100 396,000 99,000 449919 0.121
NeurIPS-TS | Various Anomalies 1 100 20,000 10,000 20,000 0.018
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Table 1: Quantitative results for Anomaly Transformer (Ours) in five real-world datasets. The P,
R and FI represent the precision, recall and F1-score (as %) respectively. Fl-score is the harmonic
mean of precision and recall. For these three metrics, a higher value indicates a better performance.
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ABSTRACT

Efficient anomaly detection and diagnosis in multivariate time-

However, building a system that is able to quickly and accurately
pinpoint anomalous observations is a challenging problem. This is
due to the lack of anomaly labels, high data volatility and the de-
‘mands of ultra-low inference times in modern applications. Despite
the recent developments of deep learning approaches for anomaly
detection, only a few of them can address all of these challenges.
In this paper, we propose TranAD, a deep transformer network
b i

researchers and to aid experts in handling increasing amounts of
data. One particular use case s in artficil intelligence for Industry-
40 databases, with a specific focus on service reliability [38] that
has automated fault detection, recovery and management of mod-
em systems. Detecting data-faults, or any type of behavior not
conforming to the expected trends, is an active research discipline
reflrred to as anomaly detection in multivariate time series [11].
Many data-driven industries, including ones related to distributed
computing, Internet of Things (IoT), robotics and urban resource
‘management [4, 46] are now adopting machine learning based
 methods for anomaly detection.

based sequence encoders to swiftly perform inference with the
knowledge of the broader temporal trends i the data. TranAD uses
focus score-based self-conditioning to enable robust multi-modal
feature extraction and adversarial training to gain stability. Addi-
tionally, model-agnostic meta learning (MAML) allows us to train

he dats tud pub-
licly available datasets demonstrate that TranAD can outperform
State-of-the-art baseline methods in detection and diagnosis perfor-
‘mance with data and time-efficient training. Specifically, TranAD
increases F1 scores by up to 17%, reducing training times by up to
99% compared o the baselines.

PVLDB Reference Format:
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1 INTRODUCTION

Modern IT operations generate enormous amounts of high dimen-
sional sensor data used for continuous monitoring and proper func-
tioning of large-scale datasets. Traditionally, data mining experts
have studied and highlighted data that do not follow usual trends
to report faults. Such reports have been crucial for system man-
agement models for reactive fault tolerance and robust database
design [47]. However, with the advent of big-data analytics and
deep learning. this problem has become of interest to data mining
Thiswork i cer retive Commors BYNC

License. Visit https:/ croat vacomsons.org/1censesy/by-nc-nd/ 4./ 1 view
acon 2 . cbusin

P by o

Publcation ights icensed t the VLIDB Endowment.

Proceedingsof the VLD Endowrment, Vo, 15, No.6 ISSN 2150-8097.
010 TINS5 14061 3514067

Challenges. The problem of anomaly detection is becoming
increasingly challenging in large-scale databases due to the in-
creasing data modality [18, 28, 54 In particular, the increasing
number of d devi y 16T p

increasing data volatility creates the requirement for significant
amounts of data for accurate inference. However, due to the rising
federat paradigm 3
synchronizing databases across devices is expensive, causing lim-
ited data availability for training [48, 57]. Further, next-generation
applications need ultra-fast inference speeds for quick recovery
and optimal Quality of Service (QoS) [6, 50). Time-series databases
are generated using several engineering artifacts (servers, robots,
etc) that interact with the environment, humans or other systems.
As a resul, the data often displays both stochastic and temporal
trends [45]. It thus becomes crucial to distinguish outliers due to
stochasticity and only pinpoint observations that do not adhere to
the observed temporal trends. Moreover, the lack of labeled data

use supervised learning models, which have shown to be effective
in other areas of data mining [12]. Finall, it is not only impor-
tant to detect anomalies but also the root causes, ie., the specific
data sources leading to abnormal behavior [23]. This complicates
the problem further as we need to perform multi-class prediction
(whether there is an anomaly and from which source if s0) [60],
Existing solutions. The above discussed challenges have led
to the development of a myriad of unsupervised learning solu-
tions for automated anomaly detection. Researchers have devel-
oped reconstruction-based methods that predominantly aim to
encapsulate the temporal trends and predict the time-series data in
an unsupervised fashion, then use the deviation of the prediction
with the ground-truth data as anomaly scores. Based on various
extreme value analysis methods, such approaches classify times-
tamps with high anomaly scores as abnormal [4, 10, 14, 20, 28, 29,
45,60, 62]. The way prior works generate a predicted time-series
from a given one varies from one work to another. Traditional ap-
proaches, like SAND [10], use clustering and statistical analysis to
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Experiments

<+ 97l12] S-ZH0|E 0] M9l S+dS US
St sub-series@E 2 = [Batch, Seq_len, Var]
A

- &= windowing processE T s
AEl O| & Z=3 [Batch, Seq_len, 1]

« E:ZH A|™MEZ anomaly score /

Table 1: Dataset Statistics

Dataset Train Test Dimensions Anomalies (%)
NAB 4033 4033 1(6) 0.92
UCR 1600 5900 1 (4) 1.88
MBA 100000 100000 2 (8) 0.14
SMAP 135183 427617 25 (55) 13.13
MSL 58317 73729 55 (3) 10.72
SWaT 496800 449919 51 (1) 11.98
WADI 1048571 172801 123 (1) 5.99
SMD 708405 708420 38 (4) 4.16
MSDS 146430 146430 10 (1) 5.37
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I TranAD

Experiments

o CHESHH|IAE 2ZA0 243 M5 5

o
< Anomaly Transformer®} H|==St A|7|0]] = E HLAE A2 H|wH

ot

] Zuts RloL ARt 95 £E8

e

= Time series = Anomaly Scores True Anomaly
Table 2: Performance comparison of TranAD with baseline methods on the complete dataset. P: Precision, R: Recall, AUC: —— Predicted Series Predicted Anomaly

Area under the ROC curve, F1: F1 score with complete training data. The best F1 and AUC scores are highlighted in bold.

pimension 0
NAB UCR MBA

P R AUC Fl P R AUC Fl P R AUC FI N = | .

MERLIN 08013 07262 0.8414 07619 07542 08018 08984 07542 09846 04913 07828 0.6555 bimension 1

LSTM-NDT 06400 06667 0.8322 06531 05231 08294 09781 05231 09207 09718 09780 0.9456

DAGMM 07622 07202 08572 07453 05337 09718 09916 05337 09475 0990 09858 0.9683

OmniAnomaly 08421 0.6667 08330 07442 08346 09999 09981 08346 08561 1.0000 09570 09225 \ " .
~ T

Method

MSCRED 0.8522 0.6700 0.8401 0.7502 0.5441 009718 0.9920 0.5441 0.9272  1.0000 0.9799  0.9623

MAD-GAN 0.8666 07012 0.8478 07752 0.8538 0.9891 0.9984 0.8538 09396 1.0000 0.9836  0.9689 Pmens
USAD 0.8421 0.6667 0.8330 0.7442 0.8952 10000 0.9989 0.8952 0.8953 0.9989 0.9701  0.9443
MTAD-GAT 08421 07272 08221 07804 07812 09972 09978 0.7812 09018 1.0000 09721  0.9484
CAE-M 07918 0.8019 0.8019 07968  0.6981 1.0000 0.9957  0.6981 0.8442 0.9997 09661 09154 b .
GDN 08120 07872 0.8542 07998  0.6804 0.9988 09959 06894  0.8832 09892 09528 0.9332 bimension 3
TranAD 08880 09892 0.9541 0.9364 09407 10000 0.9994 0.9407 09569 10000 0.9885 0.9780 L 1
Method SMAP MSL SWaT 1

P R AUC F1 P R AUC F1 P R AUC F1 = o

mension

MERLIN 0.1577 0.9999 07426 02725 02613 04645 0.6281 0.3345 0.6560 0.2547 0.6175 03669 g n I | L A
LSTM-NDT 08523 07326 0.8602 07879  0.6288 10000 09532 0.7721 07778 05109 07140 0.6167 o T
DAGMM 08069 09891 0.9885 08888 07363 10000 09716 0.8482 09933 0.6879 08436 08128 z L1 | |
OmniAnomaly 08130 09419 009889 08728 07848 0.9924 09782 0.8765 09782 0.6957 08467 08131 ki =
MSCRED 08175 09216 09821 08664 08912 0.9862 09807 0.9363 09992 0.6770 0.8433 0.8072

Dimensjon 5
MAD-GAN 0.8157 0.9216 0.9891  0.8654 0.8516 0.9930 0.9862 0.9169 09593 0.6957 0.8463  0.8065 MMMWMMWW
USAD 07480 0.9627 0.9890  0.8419 07949 0.9912 09795 0.8822 09977 0.6879 0.8460 0.8143
MTAD-GAT 07991 0.9991 0.9844  0.8880 07917 0.9824 09899  0.8768 09718 0.6957 0.8464 0.8109

CAE-M 0.8193 0.9567 0.9901  0.8827 0.7751  1.0000 0.9903  0.8733 0.9697 0.6957 0.8464 0.8101 Dimension 6 l

GDN 0.7480 0.9891 0.9864 0.8518 0.9308 0.9892 0.9814 0.9591 0.9697 0.6957 0.8462 0.8101 n | - 1
TranAD 0.8043  0.9999 0.9921 0.8915 0.9038 0.9999 0.9916 0.9494 0.9760 0.6997 0.8491 0.8151

Method ‘WADI SMD MSDS » A A N ,,ﬂ| A

P R AUC F1 P R AUC F1 P R AUC F1 mm‘mm
MERLIN 0.0636 0.7669 0.5912 0.1174 0.2871 0.5804 0.7158  0.3842 0.7254 0.3110 0.5022  0.4353
LSTM-NDT 0.0138 0.7823 0.6721  0.0271 0.9736 0.8440 0.9671  0.9042 0.9999 0.8012 0.8013  0.8896 Wm
DAGMM 0.0760 0.9981 0.8563  0.1412 0.9103 0.9914 0.9954  0.9491 0.9891 0.8026 0.9013  0.8861
OmniAnomaly 0.3158 0.6541 0.8198  0.4260 0.8881 0.9985 0.9946 0.9401 1.0000 0.7964 0.8982 0.8867 MMWMM'\/\
MSCRED 0.2513 07319 0.8412 03741 0.7276 09974 0.9921 0.8414 1.0000 0.7983 0.8943  0.8878

MAD-GAN 0.2233 09124 0.8026  0.3588 0.9991 0.8440 0.9933  0.9150 0.9982 0.6107 0.8054 0.7578
USAD 0.1873 0.8296 0.8723  0.3056 0.9060 0.9974 0.9933  0.9495 0.9912 0.7959 0.8979  0.8829
MTAD-GAT 0.2818 0.8012 0.8821 0.4169 0.8210 09215 0.9921 0.8683 0.9919 0.7964 0.8982  0.8835
CAE-M 0.2782 0.7918 0.8728  0.4117 0.9082 0.9671 0.9783  0.9367 0.9908 0.8439 0.9013  0.9115
GDN 0.2912 07931 0.8777  0.4260 0.7170  0.9974 0.9924  0.8342 0.9989 0.8026 0.9105 0.8900
TranAD 0.3529 0.8296 0.8968 0.4951 0.9262 0.9974 0.9974 0.9605 0.9999 0.8626 0.9013  0.9262 I r L‘
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- Conclusions
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<» Anomaly Transformer (Transformer encoder T+ X0 &8
- =T HO|H= TM| AASdut= S22tA 7 A X2 QI A|FE s J3&A47L A= SEE 88
- TEFE QI AAEHE 12{SH= series association, 21T A|- 0| A|A|E/d2 112{St= prior association X2t
« I association2| FAMd X|E Q! association discrepancyS I1I°|'3LT_', minmaxX EF= Sl &
- ZANHOZ QIFGIA| U2 U= &2 75 Kl (attention)= F0{510] O| AKX EFX| HES| &2

< TranAD (Transformer encoder-decoder X B 5 Z28)
«  FH| AA Ed(global trend)= 2HESH0] X[SH A|A EH(local pattern)= EH L= Q9F
« FIH2| decoderT™ZF &3l adversarial trainings&
- ZiEo =2 FHof Cioh 25t Lirelds0] =2 b k|0 O K| A = L&
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