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B Introduction

% AlAH|IE §|0|E{(Time series data)
o QO AIZE SOt B T =AM e 2 Tl G|o[H Ale| gt
> CHHEF A|H|€(Univariate time series): B22J} L1 A|H| Cf|O|E
> CHAZF A|H QD (Multivariate time series): 2127} 271 0|AkRl A|HY H|0O|E
AOE WEL|, AH|O A|AR] S CHAot 200l ZA[ZE MM H|O|E] ~E0] St

« LCHAZ AHSE(Multivariate time series)2 0|29t O &&HX|(Anomaly detection)2| =27t 37t

\ I W 20 Mo s A l
AN | gt
g » M/ £ /\J e
z o] W ”/ o, yyw} M j‘[‘ g o ".‘4‘ \A v’v\,.«"f' '/ U\. 4 JP\',.,, . {f 'pr\\ \ N
i , Y\}‘-')W - ,\M l?vw “'\,,‘.\&/' \, M"‘ }v Vl/ .nn ﬁﬂ/\“ “‘ vM' M{\r o
H’ N“"‘/ ) z -20 " \'\J'.v
Univariate time series Multivariate time series

Data Mining
o.:.o Quallity Anailytics




B Introduction

< AIAIE 4|o|E2] O|4EfX|(Anomaly detection of time series)
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I Introduction

< A|A|E H|0|E{2| E2{d(Deep learning)
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Anomaly detection using imaging of time series data
Paper

“» A Deep Neural Network for Unsupervised Anomaly Detection and Diagnosis in Multivariate Time Series Data

+ Zhang, Chuxu, et al. "A deep neural network for unsupervised anomaly detection and diagnosis in multivariate time series data."
Proceedings of the AAAI conference on artificial intelligence. Vol. 33. No. 01. 2019.(3592| ¢I-&

A Deep Neural Network for Unsupervised Anomaly Detection and Diagnosis in
Multivariate Time Series Data

Chuxu Zhang®*, Dongjin Song™, Yuncong Chen’, Xinyang Feng!*, Cristian Lumezanu',
Wei Cheng', Jingchao Ni', Bo Zong', Haifeng Chen', Nitesh V. Chawla®
§University of Notre Dame, IN 46556, USA
TNEC Laboratories America, Inc., NJ 08540, USA
IColumbia University, NY 10027, USA
§{czhang11,nchawla} @nd.edu,  {dsong,yuncong,lume,weicheng,jni,bzong,haifeng } @nec-labs.com, ¥x2143@columbia.edu

Abstract

Nowadays, multivariate time series data are increasingly col-
lected in various real world systems, e.g., power plants, wear-
able devices, efc. Anomaly detection and diagnosis in multi-
variate time series refer to identifying abnormal status in cer-
tain time steps and pinpointing the root causes. Building such
a system, however, is challenging since it not only requires to
capture the temporal dependency in each time series, but also
need encode the inter-correlations between different pairs of

(a

(e
multivariate
time series

na label during mutti-scale (durstion) anomalies

time series. In addition, the system should be robust to noise J—— during abnormal period
and provide operators with different levels of anomaly scores
based upon the severity of different incidents. Despite the fact

Figure 1: (a) Unsupervised anomaly detection and diagnosis

that a number of unsupervised anomaly detection algorithms in multivariate time series data. (b) Different system signa-
have been developed, few of them can jointly address these ture matrices between normal and abnormal periods.
challenges. In this paper, we propose a Multi-Scale Con-

volutional Recurrent Encoder-Decoder (MSCRED), to per- A critical task in managing these systems is to detect anoma-
flonn anomaly {Eleteclion and diagnosis in multivariate liple se- lies in certain time steps such that the operators can take fur-
ries data. Specifically, MSCRED first constructs multi-scale ther actions to resolve underlying issues. For instance, an
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- MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder)

“ Signature Matrix

= T:X ={x4,%,, X3,, %} (n:data H2| 7f==,T: TAH| Time Z0J)

= mf; = —25 o(xf%x/7%) (w :window size, x; :ith sensor data, x{~%: t — & A|Z=0A2| point)

> if n=
= Time series data?t2| correlation & HtH
= Noise0 Z2He= 71
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- MSCRED(MuIti—ScaIe Convolutional Recurrent Enooder—Deooder)

“ Signature Matrix
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- MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder)

“ Signature Matrix
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- MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder)

¢ MSCRED Framework
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» P 05909
- MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder) P ﬁ ﬁg ﬂ 5 d
% MSCRED Framework - Convolutional encoder
(a)
(30 x30%x3) x5 (30x30x32)x5 (15x15%x64)x5 (8x8x128)%x5 (4 X 4% 256) X5

* Signature matrix& input2Z Arg

 Spatial pattern= encoding 57| {/sliA] Fully Convolutional encoderg AF2

o yPt=fWhxyt'=1 4+ by f( ):activation function,

xPt output feature map
Wt kernel  *:convolution
b': bias
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- MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder)

¢ MSCRED Framework - Attention based ConvLSTM

> ConvLSTM
(b)
, T > Cu Ciyih C,, h, C..b

"' if‘ o x .|" =, L. "\.L"i

/ )< G>

L. Ay -y

« LSTMZ| 94AFS Convolution QI4tO 2 CHA|
o A2, S HEE B5 X2| Obs

« Convolutional encoderZ& 9%l encoding®l feature map(h = 5 )& input2= AR

« ConvLSTME ARRSI0] feature map 212f9| hidden stateE =&

convistm

convistm ]
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/ convistm ]
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/ convlistm ]
/ convlistm ]
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(30 x 30 x 32) (15 x 15 X 64) (8 x8x128) (4 X4 x 256)

« OFX[2} hidden stateQ| FAIEE 79I = Attention weightE ==Temporal information=2 ==

« Attention weight &2 £5f Temporal information2 7% £|& feature map ==
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- MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder)

£
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¢ MSCRED Framework - Attention based ConvLSTM
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« Convolutional encoderZ E3f encoding®! feature map(h = 5)Z input22 At
« ConvLSTMZ At810] feature map 2+2t2| hidden stateZ ==
* OHXIE7 hidden stateS| FAIES 7|2H22 Attention weightS =500 Temporal informations +=

« Attention weight &2 £5f Temporal information2 7% £|& feature map ==
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- MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder) ST TR

¢ MSCRED Framework - Convolutional decoder

* l l (©

cofcat| ™ E < ' ¢
concft
conca

(30x30x3) (30x30x64)(30x30x32)(15x15x%x128)(15x%x 15x%x64) (8 x8x256)(8x8x128)

« 4HT| Attention based ConvLSTMCO 2 =ZE feature map2 Deconvolution AA|
« LIHX| Attention based ConvLSTMLZ === feature map2t Deconvolution layer2| output?te| concat= 2 A

« concat®l feature map= LIS Deconvolution layer2| input2 2 AR

f(Wt,l ® bl n Bt,l)’ | = 4
f(Wt,l @ [H\t,l@)’et,l] + Bt,l)’ | = 3,2’1

stl-1 _
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- MSCRED(Mutti-Scale Convolutional Recurrent Encoder-Decoder) = |

“+ MSCRED Framework - Loss function and anomaly score

« Residual matrix: t Al Signature matrix2t Reconstructed matrix 22| X}0|
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« Anomaly score: Residual matrix /g

« Anomaly score?} thresholdE @2 OO = T

Reconstructed matrix
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B Experiments

% Data
« Synthetic data 1711, real world data 17}

« O} X|H : precision, recall, f1 score

Statistics Synthetic Power Plant
# time series 30 36
# points 20,000 23,040
# anomalies S S
# root causes 3 3
train period 0 ~ 8,000 0 ~ 10,080
valid period 8,001 ~ 10,000 | 10,081 ~ 18,720
test period 10,001 ~ 20,000 | 18,721 ~ 23,040
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I Experiments

¢+ Performance Evaluation
« RQ1 : BaselineEL} 450 =&79}7
« RQ2: ModelQ| variants2| Z1}= H|Ws! = A=0| o= H| EHefX|=2}?

Synthetic Data Power Plant Data

Method Pre Rec Fq Pre Rec Fi
OC-SVM 0.14 | 044 | 0.22 | 0.11 | 0.28 | 0O.16
DAGMM 0.33 | 0.20 | 0.25 | 0.26 | 0.20 | 0.23

HA 0.71 | 052 | 0.60 | 048 | 0.52 | 0.50

ARMA 091 | 052 | 0.66 | 058 | 0.60 | 0.59

LSTM-ED 1.00 | 0.56 | 0.72 | 0.75 | 0.68 | 0.71

CNNEPS 1 037 | 024 | 029 | 067 | 056 | 0.61
ED(3.4)

CNN(OmL(,TU 0.63 | 0.56 | 0.59 | 0.80 | 0.72 | 0.76
CNNEDP o || 0.80 | 0.76 | 0.78 | 0.85 | 0.72 | 0.78
| MSCRED 1.00 | 0.80 | 0.89 | 0.85 | 0.80 0.82| v’ BaselineELC} s =25 20|

Gain (%) — 300 | 23.8 | 13.3 | 194 | 155
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I Experiments

¢+ Performance Evaluation
: BaselineEC} AS0| 52042
« RQ2: ModelQ| variantse| d1t=

* RQT

H| e

'—A‘l'—
L OO

Synthetic Data Power Plant Data

Method Pre Rec F1 Pre Rec Fq
OC-SVM 0.14 | 044 | 022 ] 0.11 | 0.28 | 0.16
DAGMM 033 | 020 | 025 ] 026 | 020 | 0.23
HA 071 | 052 | 0.60 | 048 | 0.52 | 0.50
ARMA 091 | 052 | 0.66 | 058 | 0.60 | 0.59
LSTM-ED 1.00 | 056 | 072 | 075 | 0.68 | 0.71
CNNEPS 1 037 | 024 | 029 | 067 | 056 | 0.61
CNN? Dea) 1 063 ] 056|059 080 | 072 | 0.76
CNNEP ., |l 0.80 | 0.76 | 0.78 | 0.85 | 0.72 | 0.78
MSCRED 1.00 | 0.80 | 0.89 | 0.85 | 0.80 | 0.82
Gain (%) — 1300|238 133 ] 194 | 155
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I Experiments

¢+ Performance Evaluation
« RQ3: AlarmO| 22! &2l(Root cause)

=
=
v' Recall 7|29 2 MSCRED?} 50| =28 =0l

Synthetic Data Power Plant Data
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I Experiments

¢ Performance Evaluation
« RQ4 : Duration(10,30,60)9| lLi2f Anomaly 2| X102+ O{EA| Li=2t?

i E o) ©) o) 22 [=1 e
jﬁk d u rat I O n01| [[rar EFx j o r 7 P x O j : E %IF I Root 1D n !T !5. Root 1D n 17 HT Root ID 4 ZE !l Root 1D 2 E !Z.
Result v v Result *® *® v Result x v v Result *® x v
10 Short Duration Anomaly 1 Medium Duration Anomaly 1 Long Duration Anomaly
0.8 0.8 5 101520253035 0 3 101520233035 ~ 0 5 1013202530 35
_ . o A w A
EG'E 5 — ® 15 >~ ' MSCRED(S) .
g [ )| — g - é’" 129
i aq|
i S % o
08 o o® R E— N ah N = 3 l ‘
o\ ?p\\— 0‘& oM EQ'\\-' o\ coV {;gk‘* e | THIA N
‘h‘ac'?‘ QJ\E\C'?‘E wsC ‘7\5(‘?\ g\f:c‘vﬁ e ‘;&C-“ ,‘\1\‘5@?‘ W€ &3 Te3 2e3 33 7e3
15 MSCRED(M)
Power Plant Data %9
w90
1.0 Short Duration Anomaly 1. Medium Duration Anomaly I_Eng Duration Anomaly é‘ &0l
£ 30 | k
0.8 _ _ IV .
=] Te3 763 ELE des3
— — — Test Time
508 3 s Is MSCRED(L)
[oH] u w
o 0.4 o o 129
0,2k S % 9
£ &d
) N ) N \ < 39 |
?&— c,?f’p@h ("Dk\’ o C.‘E@O@h C?&‘Dk\’ E— i T R ! 3 3" 8 4e3
i'l\r: Wo W WS Wo i Test Time € ©
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I Experiments

¢+ Performance Evaluation
« RQ5 : noisedf ZZeto}?
v’ MSCRED?} noised|| 25& Zgks =0l

2}-{+—+ LSEM-ED |- -
*—% MSCRED || :

¥—x ARMA | : : :

0.2 0.25 0.3 0.35 0.4 0.45
Noise factor
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Anomaly detection using imaging of time series data
Paper

“+» GAN-based Anomaly Detection and Localization of Multivariate Time Series Data for Power Plant

N

. .. n . . . . . . . n
« Choi, Yeji, et al. "Gan-based anomaly detection and localization of multivariate time series data for power plant.
2020 IEEE international conference on big data and smart computing (BigComp). IEEE, 2020..(282] /&
2020 IEEE International Conference on Big Data and Smart Computing (BigComp)
GAN-based Anomaly Detection and Localization of
Multivariate Time Series Data for Power Plant
Yeji Choi Hyunki Lim
Center for Imaging Media Research Center for Imaging Media Research
Korea Institute of Science and Technology Korea Institute of Science and Technology
Seoul, Korea Seoul, Korea
cyjcyj91 @kist.re.kr hyunkilim@kist.re.kr
Heeseung Choi [g-Jae Kim
Center for Imaging Media Research Center for Imaging Media Research
Korea Institute of Science and Technology Korea Institute of Science and Technology
Seoul, Korea Seoul, Korea
hschoi @kist.re.kr drjay @kist.re.kr
Abstract—Recently, as real-time sensor data collection in- recursive connection. However, these methods assume full
creases in various fields such as power plants, smart factories, connectivity between variables, making it difficult to interpret
an(! health care _st'slvms. anomaly _dvtm‘tion for m.ul.ti\'ari.alv ti,nv correlation between variables m the I;umber of variables in-
series data analysis becomes more important. However, extracting o ) ) ) . o
significant features from multivariate time series data is still ~ CTases [1]. Also, they ha"e a large compy[allonal complexity
challenging hecause it simultaneously takes into account the cor- as the length of the time series data increases. Convolu-
1‘olali0_n I)ot“'f\vn the pair f][' sensors -fm(l ton_]pm‘a] information of tional Neural Networks(CNN), which is widely used in image
Daota Mining
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I Proposed Method

% Distance image
= T:X ={x4,%,, X3,, %} (n:data H2| 7f==,T: TAH| Time Z0J)

= mf; = %Z?;éﬂxit“s — x| (d :duration, x; : i th sensor data, xt=8: ¢ — & AHO|AQ| point, w: Timewindow)

 Distance : Euclidean distance
A / myq

/x:_/ | - Myq |M22 | M3
|

WA
|
|

Xy /¥

I
Jx3 /\/
\ \ ) ifn=3

— L —

v
= Time series data?tQ| correlation 2 t.'j%g = Noise0j| ZHet2 I

= Temporal =EE HIY
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I Proposed Method

< Distance image
e d=10,w =30

Normal distance image Abnormal distance image
............. M u|t|vanatet|me Senes |v|u|t|vanate nmesenes
under normal conditions _,-' under abnormal conditions
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B Proposed Method

** Model Framework

(a) (b)
- Xy
Pointwise >
) convolution D
A/
G G — }
e X¢_1 Encoder Decoder . f()

A Sequence of images
x}
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I Proposed Method

** Model Framework-Generator

(a) » skip connection
y/ - -
—> A 4
Pointwise ‘r weight layer
convolution Fx) ! relu "
/ weight layer identity
X GEncoder GDecoder
t—w ... xt—l .F(X) +x
A Sequence of images
. . N of_to 2} =2=:y] (e} =
= Encoder, Decoder 31X(skip connection X ZgH [Lt2| layer2| outputz 2 JHC| layerS

. | HUE| D CF layer?| inputOf| &718H= 24
= (t—w~t—1)LCI32| distance imageE generate

= Point-wise Convolution2 A2
 Temporal §&Z IL*

« H2E7tO| correlationZ representst= spatial YEE ==

= T
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B Proposed Method

** Model Framework-Generator

(a) - > Point-wise Convolution
Pointwise ‘r 7 - -
convolution i
/ 1=
G G
By Xp_1 Encoder Decoder . /
A Sequence of images v v
= Encoder, Decoder #+(skip connection & X&) 1x1xC filter AF2
= (t—w~t—1)LCtZ2| distance imageE generate =3 K 2 SO A= LA

= Point-wise Convolution2 A2
 Temporal §&Z IL*

« H2E7tO| correlationZ representst= spatial YEE ==

= T
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A

: — | ¢ { | E ) D L
- Proposed MethOd S @' &'E

¢+ Model Framework - Discriminator

(b)
/ » Real image?t Fake imageE 4
Xt
' D
Fake imagi’ ' 9
()
Real image
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B Proposed Method

“ Object Loss

(a) - (b)
Pointwise Z [ 5 |
) convolution D
A/
G G | — }
e X¢_1 Encoder Decoder . f()

A Sequence of images

= Object Loss: L = Lagy + ArecLrec
= Reconstructed LosS : Lo, = Ey|lmt — G(m*~v, -, mt=)||4
= Adversarial Loss : Lggy = Ex[D(m9)] — Ex[D(G(mE™, -, m*™ 1) = A5, Ea[(IVaD (@), — 1)]
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B Proposed Method

“ Object Loss

(a) - (b)
Pointwise Z [ 5 |
) convolution D
A/
G G | — }
e X¢_1 Encoder Decoder . f()

A Sequence of images

= Adversarial Loss : Legy = Ex[D(m?)] — Ex[D(G(m ™Y, -+, mt=1))] - AgpEn (VD (M) ||z — 1)* ]
« WGAN-GP: Wasserstein GAN objective with gradient penalty gradient penalty
« WGANZ2| weight clipping X[¢tS SHAE ot WGAN-GP LossE ARESI0, Training processE QP A2
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ob Quallity Anailytics




B Proposed Method

“ Object Loss

(a) (b)

G
Pointwise R ' |, |
) convolution D
G G — 1 A
X Encoder Decoder
t—w 000 Xt_l — > f(.)

A Sequence of images

= Reconstructed LoSS : Lyee = Exllmt — G(m*™Y, -, mt=H)||;
* G7 Lagy Ofl 231N DE £0|= W= oh50| & £[X|TH datal| Contextual informationS <H&6HK| &gt
o L, distance= AFRSI0] O|0|X|7} S2IBIX|= %S 2K}
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J Proposed Method

<+ Anomaly score function

* Anomaly score function : ®(t) = Li.. + A¢L}
» Reconstructed Loss : Lye, = EJlmt — G(mt=™v, -, mt=1)||;
» Feature Loss: Ly = [|f(m") — f(G(m*™Y, -, mt=1)|
f(): Discriminator?| OFX|2t [ayerZ BE{ feature vector
« Normal ZZE2tCHE AR Ly &5
* LeO|M input image®f generated image?| dissimilarity 4+t
« Anomaly score function2 E5iA| abnormality2| §=E 5%
« Anomaly score?t threshold ECt 9™ O|A O Z TH-t
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B Experiments

s Data
* real world data 17H

Statistics Power Plant
# time series 193
# points 691,200
# anomalies 4
train 0~120,960
valid 120,961 ~ 151,200
test 151,201 ~ 691,200
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I Experiments

¢+ Performance Evaluation

Real | Fake IReS|duaI image

0.4

Anomaly score

Thresholding
0.14 ‘ I ’ l‘ i

0.0 4

o 2500 5000 7500 10000 12500 15000 17500
test time

mmw mer Abnormal

Residual imageE S350 Anomaly £& =01 7ts

» Residual image : test image®} generated image 22| X}O|
(Real) (Fake)

3 8

Power (MW)
°

£ g 88 & g

0 2500 5000 7500 10000 12500 15000 17500
test time

« Power?| 2}0| B#igt i Anomaly score=
1S} I:II-AHoI-% o]
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B Conclusion

% AP BI0[E{S] OYEIX|= 22 HIXIE 850 Tiek
% RNN, LSTM T Jhto] S 9 #45 210] 20442 MR HIefstx] R$iCHs theo] Zx)

< L& (inner product) Eo= 7HE|(distance) 7|22 A& H|O|E] O|0|X|2tE Soff HpS22| 2AlEE Y

TEA

< Convolutional YA S Sl AAt 2SS 2

|0

% Enocder-Decoder 32X B! GANTEE 22510 O|A EIX| MsES =M
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