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Introduction

 시계열데이터(Time series data)

• 일정한시간동안수집된일련의순차적으로 정해진데이터셋의집합

• 발전소, 스마트팩토리, 헬스케어시스템등다양한분야에서실시간센서데이터수집이증가

 단변량시계열(Univariate time series): 변수가하나인시계열데이터

 다변량시계열(Multivariate time series): 변수가 2개이상인시계열데이터

Univariate time series Multivariate time series

• 다변량시계열(Multivariate time series)을이용한이상탐지(Anomaly detection)의수요가증가
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Introduction

 시계열데이터의이상탐지(Anomaly detection of time series)

• 시계열데이터를통해이상패턴이나이상징후를찾아내는 것을의미

Anomaly detection of time series

• 정상데이터에비해비정상데이터의 양이극히적은불균형데이터로구성

 정상데이터만을활용한비지도학습(Unsupervised learning) 방법을적용

• 전문가를통한비정상레이블링(labeling) 필요

Unsupervised learning
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Introduction

 시계열데이터의딥러닝(Deep learning)

• 시간적흐름을고려하기위해 Sequence 데이터를다루는 RNN, LTSM 구조가주로사용

• 변수가증가할수록계산의복잡성이 증가

• Real world data(산업데이터등)에는 Noise가존재하는데, 모델의성능이 Noise의영향을많이받음

RNN LSTM

• 기본적으로 Fully connected 구조로되어있어변수들간의관계성파악어려움
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Anomaly detection using 
imaging of time series data
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Anomaly detection using imaging of time series data
Paper

 A Deep Neural Network for Unsupervised Anomaly Detection and Diagnosis in Multivariate Time Series Data

• Zhang, Chuxu, et al. "A deep neural network for unsupervised anomaly detection and diagnosis in multivariate time series data."
Proceedings of the AAAI conference on artificial intelligence. Vol. 33. No. 01. 2019.(359회인용)
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MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder)

Paper : A Deep Neural Network for Unsupervised Anomaly Detection and Diagnosis in Multivariate Time Series Data 
(AAAI 2019)

 𝑚ⅈ𝑗
𝑡 =

1

𝑤
σ𝛿=0
𝑤 𝑥ⅈ

𝑡−𝛿𝑥𝑗
𝑡−𝛿 (𝑤 :window size,  𝑥ⅈ : ⅈ th sensor data, 𝑥ⅈ

𝑡−𝛿: 𝑡 − 𝛿 시점에서의 point) 

𝑚11 𝑚12

𝑥1

𝑥2

𝑥3

𝑚13

𝑚21
𝑚22 𝑚23

𝑚31
𝑚32 𝑚33

 Signature Matrix

 𝑇: 𝑋 = {𝑥1, 𝑥2, 𝑥3,⋯ , 𝑥𝑛} (𝑛: 𝑑𝑎𝑡𝑎변수의개수, 𝑇: 전체 Time 길이)

 Time series data간의 correlation 을반영

 Noise에강건함을가짐

ⅈ𝑓 𝑛 = 3
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MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder)

Paper : A Deep Neural Network for Unsupervised Anomaly Detection and Diagnosis in Multivariate Time Series Data 
(AAAI 2019)

𝑥1
𝑥2

𝑥3

𝑥1

𝑥2

𝑥3

long middle short

 Signature Matrix

(10)(30)(60)
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MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder)

Paper : A Deep Neural Network for Unsupervised Anomaly Detection and Diagnosis in Multivariate Time Series Data 
(AAAI 2019)

𝑥1

𝑥2

𝑥3

 Signature Matrix

𝑡 − 4 𝑡

⋯



13Paper : A Deep Neural Network for Unsupervised Anomaly Detection and Diagnosis in Multivariate Time Series Data 
(AAAI 2019)

MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder)

 MSCRED Framework
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Paper : A Deep Neural Network for Unsupervised Anomaly Detection and Diagnosis in Multivariate Time Series Data 
(AAAI 2019)

MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder)

 MSCRED Framework - Convolutional encoder
(a)

⋯
⋯ ⋯ ⋯ ⋯

(30 × 30 × 3) × 5 (30 × 30 × 32) × 5 (15 × 15 × 64) × 5 (8 × 8 × 128) × 5 (4 × 4 × 256) × 5

• Signature matrix를 input으로사용

• Spatial pattern을 encoding 하기위해서 Fully Convolutional  encoder를사용

• 𝜒𝑡,𝑙 = 𝑓(𝑊𝑙 ∗ 𝜒𝑡,𝑙−1 + 𝑏𝑙) 𝑓 : 𝑎𝑐𝑡ⅈ𝑣𝑎𝑡ⅈ𝑜𝑛 𝑓𝑢𝑛𝑐𝑡ⅈ𝑜𝑛,

𝜒𝑡,𝑙: 𝑜𝑢𝑡𝑝𝑢𝑡 𝑓𝑒𝑎𝑡𝑢𝑟𝑒 𝑚𝑎𝑝

𝑊𝑙: 𝑘𝑒𝑟𝑛𝑒𝑙 ∗: 𝑐𝑜𝑛𝑣𝑜𝑙𝑢𝑡ⅈ𝑜𝑛

𝑏𝑙: 𝑏ⅈ𝑎𝑠
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Paper : A Deep Neural Network for Unsupervised Anomaly Detection and Diagnosis in Multivariate Time Series Data 
(AAAI 2019)

MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder)

 MSCRED Framework – Attention based ConvLSTM
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(30 × 30 × 32) (15 × 15 × 64) (8 × 8 × 128) (4 × 4 × 256)

• Convolutional encoder를통해 encoding된 feature map(ℎ = 5 )를 input으로사용

• 마지막 hidden state의유사도를기반으로 Attention weight를도출Temporal information을 추출

⋯ ⋯ ⋯ ⋯

• ConvLSTM을사용하여 feature map 각각의 hidden state를추출

• Attention weight 합을통해 Temporal information을 가진최종 feature map  도출

 ConvLSTM

• LSTM의연산을 Convolution 연산으로 대체

• 시간적, 공간적 정보를 모두처리 가능
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Paper : A Deep Neural Network for Unsupervised Anomaly Detection and Diagnosis in Multivariate Time Series Data 
(AAAI 2019)

MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder)

 MSCRED Framework – Attention based ConvLSTM
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m (b)

(30 × 30 × 32) (15 × 15 × 64) (8 × 8 × 128) (4 × 4 × 256)

• Convolutional encoder를통해 encoding된 feature map(ℎ = 5 )를 input으로사용

• 마지막 hidden state의유사도를기반으로 Attention weight를도출하여 Temporal information을 추출

⋯ ⋯ ⋯ ⋯

• ConvLSTM을사용하여 feature map 각각의 hidden state를추출

• Attention weight 합을통해 Temporal information을 가진최종 feature map  도출

𝐻𝑡,𝑙 = 

ⅈ∈(𝑡−ℎ,𝑡)

𝛼ⅈ𝐻ⅈ,𝑙 , 𝛼ⅈ =
𝑒𝑥𝑝

𝑉𝑒𝑐 𝐻𝑡,𝑙 𝑇
𝑉𝑒𝑐 𝐻ⅈ,𝑙

𝜒

σⅈ∈(𝑡−ℎ,𝑡) 𝑒𝑥𝑝
𝑉𝑒𝑐 𝐻𝑡,𝑙 𝑇𝑉𝑒𝑐 𝐻ⅈ,𝑙

𝜒
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(AAAI 2019)

MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder)

 MSCRED Framework – Convolutional decoder

concat
concat

concat

(c)

• 나머지 Attention based ConvLSTM으로추출된 feature map과 Deconvolution layer의 output간의 concat을 실시

(30 × 30 × 64) (30 × 30 × 32) (15 × 15 × 128)(15 × 15 × 64) (8 × 8 × 256) (8 × 8 × 128)(30 × 30 × 3)

• concat된 feature map을다음 Deconvolution layer의 input으로사용

• 4번째 Attention based ConvLSTM으로 추출된 feature map은 Deconvolution 실시

• Ƹ𝜒𝑡,𝑙−1 = ቐ
𝑓 𝑊𝑡,𝑙 ⊛ 𝐻𝑡,𝑙 + 𝑏𝑡,𝑙 ,

𝑓 𝑊𝑡,𝑙 ⊛ 𝐻𝑡,𝑙⨁ Ƹ𝜒𝑡,𝑙 + 𝑏𝑡,𝑙 ,

𝑙 = 4

𝑙 = 3,2,1
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(AAAI 2019)

MSCRED(Multi-Scale Convolutional Recurrent Encoder-Decoder)

 MSCRED Framework – Loss function and anomaly score

⋯

(d)

• Residual matrix: 𝑡 시점 Signature matrix와 Reconstructed matrix 간의차이

Residual matrix

Reconstructed matrix

• Residual matrix 성분의제곱의합이최소가되는방향으로학습

𝒍𝒐𝒔𝒔 𝒇𝒖𝒄𝒕𝒊𝒐𝒏 =

𝑡



𝒄=1

𝑠

𝒙:,:,𝒄
𝒕,𝟎 − ෝ𝒙:,:,𝒄

𝒕,𝟎

𝑭

2

• Anomaly score: Residual matrix 성분중특정기준치를넘는성분의개수

• Anomaly score가 threshold를넘으면이상으로 판단
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Experiments

 Data

• Synthetic data 1개 , real world data 1개

• 평가지표 : precision, recall, f1 score
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Experiments

 Performance Evaluation

• RQ1 : Baseline보다 성능이높은가?

 Baseline보다성능높음을확인

• RQ2 : Model의 variants의결과를비교할때는성능이어떻게달라지는가?
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Experiments

 Performance Evaluation

• RQ1 : Baseline보다 성능이높은가?

• RQ2 : Model의 variants의결과를비교할때는성능이어떻게달라지는가?

 ConvLSTM의개수가증가할수록성능이상승

 Attention을 도입하였을 때성능이상승
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Experiments

 Performance Evaluation

• RQ3 : Alarm이울린원인(Root cause)를잘찾아내는가?

 Recall 기준으로 MSCRED가 성능이높음을확인
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Experiments

 Performance Evaluation

• RQ4 : Duration(10,30,60)에따라 Anomaly 의차이가어떻게나는가?

 각 duration에따라탐지가능한구간의차이가있음을확인
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Experiments

 Performance Evaluation

• RQ5 : noise에 강건한가?

 MSCRED가 noise에 모두강함을확인
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Anomaly detection using imaging of time series data
Paper

 GAN-based Anomaly Detection and Localization of Multivariate Time Series Data for Power Plant

• Choi, Yeji, et al. "Gan-based anomaly detection and localization of multivariate time series data for power plant."
2020 IEEE international conference on big data and smart computing (BigComp). IEEE, 2020..(28회인용)



26

Proposed Method

 𝑚ⅈ𝑗
𝑡 =

1

𝑑
σ𝛿=0
𝑑−1 𝑥ⅈ

𝑡−𝛿 − 𝑥𝑗
𝑡−𝛿 (𝑑 :duration,  𝑥ⅈ : ⅈ th sensor data, 𝑥ⅈ

𝑡−𝛿: 𝑡 − 𝛿 시점에서의 point, 𝑤: Timewindow) 

 Distance image

 𝑇: 𝑋 = {𝑥1, 𝑥2, 𝑥3,⋯ , 𝑥𝑛} (𝑛: 𝑑𝑎𝑡𝑎변수의개수, 𝑇: 전체 Time 길이)

𝑚11 𝑚12

𝑥1

𝑥2

𝑥3

𝑚13

𝑚21
𝑚22 𝑚23

𝑚31
𝑚32 𝑚33

ⅈ𝑓 𝑛 = 3

• Distance : Euclidean distance

 Time series data간의 correlation 을반영  Noise에강건함을가짐

 Temporal 정보를반영

𝑑

𝑤
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Proposed Method

 Distance image

Normal distance image Abnormal distance image

• 𝑑 = 10,𝑤 = 30
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Proposed Method

 Model Framework

𝑥𝑡−1𝑥𝑡−𝑤 ⋯
𝐺𝐸𝑛𝑐𝑜𝑑𝑒𝑟 𝐺𝐷𝑒𝑐𝑜𝑑𝑒𝑟

𝐺

ෝ𝑥𝑡

𝑥𝑡

𝐷

𝑓(∙)
A Sequence of images

Pointwise
convolution

(a) (b)
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Proposed Method

 Model Framework-Generator

𝑥𝑡−1𝑥𝑡−𝑤 ⋯
𝐺𝐸𝑛𝑐𝑜𝑑𝑒𝑟 𝐺𝐷𝑒𝑐𝑜𝑑𝑒𝑟

𝐺

A Sequence of images

Pointwise
convolution

(a)

 Point-wise Convolution을 사용

 Encoder, Decoder 구조(skip connection 구조포함)

ෝ𝑥𝑡

 skip connection 

하나의 layer의 output을몇개의 layer를
건너뛰고다음 layer의 input에추가하는것

• Temporal 정보를포착

• 변수들간의 correlation을 represent하는 spatial 정보를추출

 (𝑡 − 𝑤 ~ 𝑡 − 1) 다음의 distance image를 generate
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Proposed Method

 Model Framework-Generator

𝑥𝑡−1𝑥𝑡−𝑤 ⋯
𝐺𝐸𝑛𝑐𝑜𝑑𝑒𝑟 𝐺𝐷𝑒𝑐𝑜𝑑𝑒𝑟

𝐺

A Sequence of images

Pointwise
convolution

(a)

 Point-wise Convolution을 사용

• Temporal 정보를포착

• 변수들간의 correlation을 represent하는 spatial 정보를추출

 Encoder, Decoder 구조(skip connection 구조포함)

ෝ𝑥𝑡

 Point-wise Convolution 

1x1xC filter 사용

출력채널수를줄여계산량감소 (𝑡 − 𝑤 ~ 𝑡 − 1) 다음의 distance image를 generate
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Proposed Method

 Model Framework - Discriminator

ෝ𝑥𝑡

𝑥𝑡

𝐷

𝑓(∙)

(b)

 Real image와 Fake image를구별

Real image

Fake image
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Proposed Method

 Object Loss

𝑥𝑡−1𝑥𝑡−𝑤 ⋯
𝐺𝐸𝑛𝑐𝑜𝑑𝑒𝑟 𝐺𝐷𝑒𝑐𝑜𝑑𝑒𝑟

𝐺

ෝ𝑥𝑡

𝑥𝑡

𝐷

𝑓(∙)
A Sequence of images

Pointwise
convolution

(a) (b)

 Adversarial Loss : 𝐿𝑎𝑑𝑣 = 𝔼𝑥 𝐷 𝑚𝑡 − 𝔼𝑥 𝐷 𝐺 𝑚𝑡−𝑤, ⋯ ,𝑚𝑡−1 − 𝜆𝑔𝑝𝔼 ෝ𝑚[ 𝛻ෝ𝑚𝐷( ෝ𝑚) 2 − 1 2]

 Object Loss : 𝐿 = 𝐿𝑎𝑑𝑣 + 𝜆𝑟𝑒𝑐𝐿𝑟𝑒𝑐

 Reconstructed Loss : 𝐿𝑟𝑒𝑐 = 𝔼𝑥 𝑚𝑡 − 𝐺 𝑚𝑡−𝑤, ⋯ ,𝑚𝑡−1
1
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Proposed Method

𝑥𝑡−1𝑥𝑡−𝑤 ⋯
𝐺𝐸𝑛𝑐𝑜𝑑𝑒𝑟 𝐺𝐷𝑒𝑐𝑜𝑑𝑒𝑟

𝐺

ෝ𝑥𝑡

𝑥𝑡

𝐷

𝑓(∙)
A Sequence of images

Pointwise
convolution

(a) (b)

 Adversarial Loss : 𝐿𝑎𝑑𝑣 = 𝔼𝑥 𝐷 𝑚𝑡 − 𝔼𝑥 𝐷 𝐺 𝑚𝑡−𝑤, ⋯ ,𝑚𝑡−1 − 𝜆𝑔𝑝𝔼 ෝ𝑚[ 𝛻ෝ𝑚𝐷( ෝ𝑚) 2 − 1 2]

• WGAN-GP: Wasserstein GAN objective with gradient penalty

• WGAN의 weight clipping 제한을해소를한 WGAN-GP Loss를 사용하여, Training process를안정화시킴

gradient penalty

 Object Loss
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Proposed Method

𝑥𝑡−1𝑥𝑡−𝑤 ⋯
𝐺𝐸𝑛𝑐𝑜𝑑𝑒𝑟 𝐺𝐷𝑒𝑐𝑜𝑑𝑒𝑟

𝐺

ෝ𝑥𝑡

𝑥𝑡

𝐷

𝑓(∙)
A Sequence of images

Pointwise
convolution

(a) (b)

 Reconstructed Loss : 𝐿𝑟𝑒𝑐 = 𝔼𝑥 𝑚𝑡 − 𝐺 𝑚𝑡−𝑤, ⋯ ,𝑚𝑡−1
1

• G가 𝐿𝑎𝑑𝑣 에의해서 D를속이는방향으로 학습이잘되지만, data의 Contextual information을 학습하지못함

• 𝐿1 𝑑ⅈ𝑠𝑡𝑎𝑛𝑐𝑒를사용하여이미지가흐릿해지는것을완화

 Object Loss
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Proposed Method

 Feature Loss : 𝐿𝑓 = 𝑓 𝑚𝑡 − 𝑓(𝐺 𝑚𝑡−𝑤, ⋯ ,𝑚𝑡−1 )

• Anomaly score function : Φ 𝑡 = 𝐿𝑟𝑒𝑐
𝑡 + 𝜆𝑓𝐿𝑓

𝑡

 Anomaly score function

 Reconstructed Loss : 𝐿𝑟𝑒𝑐 = 𝔼𝑥 𝑚𝑡 − 𝐺 𝑚𝑡−𝑤, ⋯ ,𝑚𝑡−1
1

𝑓 ∙ : Discriminator의마지막 layer로부터 feature vector

• Normal 분포와다를경우 𝐿𝑟𝑒𝑐 상승

• 𝐿𝑓에서 input image와 generated image의 dissimilarity 산출

• Anomaly score function을 통해서 abnormality의정도를측정

• Anomaly score가 threshold 보다높으면이상으로판단



36

Experiments

Statistics Power Plant

# time series 193

# points 691,200

# anomalies 4

train 0 ~ 120,960

valid 120,961 ~ 151,200

test 151,201 ~ 691,200

 Data

• real world data 1개
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Experiments

 Performance Evaluation

• Power의값이변할때 Anomaly score도
변화가발생함을 확인

Normal Abnormal 

Real Fake Residual image

• Residual image를통하여 Anomaly 부분확인가능

 Residual image : test image와 generated image 간의차이
(Real) (Fake)
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Conclusion

 내적(inner product) 또는거리(distance) 기반으로시계열데이터이미지화를통해변수들간의관계성을 반영

 시계열데이터의이상탐지는 주로비지도학습으로 진행

 RNN, LSTM 구조는계산의복잡성및변수들간의관계성을제대로반영하지못한다는 단점이존재

 Convolutional 연산을통해계산복잡성을감소

 Enocder-Decoder 구조및 GAN구조를활용하여이상탐지성능을증명
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